ICMP

ICMP stands for Internet Control Message Protocol. It is a network protocol vital in network management and administration. It is a required element of IP implementation. ICMP works, from a technical point of view, at the transport layer of the OSI model. However, it differs from other transport protocols such as TCP or UDP in the following way; as a control protocol, ICMP does not carry any application data but information on the status of the network. It is thus used by computer operating systems to send error messages that could indicate, for example, that the server requested is unavailable, or that a router or a host cannot be reached. ICMP depends on the Internet Protocol (IP) to move packets around the network at its behest. It is not intended for use by applications. Two exceptions, though, include the ping and traceroute diagnostic utilities. Ping, on its part, sends and receives echo packets, where the response packet can be taken as an indicator that the target host is at least minimally active. Traceroute, on the other hand, sends UDP and deduces the route taken to the target from the ICMP “time-to-live-exceeded” or “port unreachable” packets that are returned by the network.

ICMP messages are set up at the IP layer typically from a normal IP datagram that has produced the ICMP message. The IP summarizes the appropriate ICMP message under a new header (needed to get the ICMP message back to the host that sent the message originally), and the resulting datagram is transmitted in the usual manner. For instance, every machine that forwards an IP datagram must decrement the time-to-live field of the IP header by one. If the time to live is zero, the ICMP time to live exceeded in the transit message is routed back to the originator of the datagram. This implies that as with UDP, there is no guarantee to deliver with ICMP. ICMP messages are usually contained in normal IP datagrams, but ICMP messages are processed as special cases that are differentiated from normal IP processing. In most cases, it is important to examine the contents of the ICMP message and then send the error message to the application that originated the IP packet, which caused the sending of the ICMP message. ICMP is used by many popular network utilities. The traceroute command is put into motion through the transmission of UDP datagrams with IP TTL (time to live) header fields specially set. The command looks for time to live exceeded in transit and “destination cannot be reached” messages that are produced in response.

The fundamentals of ICMP are outlined in RFC 792. The summary of requirements that must be met by ICMP implementations in an internet host are to be found in RFC 1122, whereas the summary of a Internet router requirements are to be found on RFC 1812. Apart from reporting errors in network platforms as well as checking the availability of remote hosts, ICMP can also be used to report whether the network is congested.

